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ëçãÉçåÉ=~=ÇçÅìãÉåí=~åÇ=íÜÉó=åÉÉÇ=~=ï~ó=íç=ÅÜÉÅâ=áí=áë=êÉ~ääó=Ñêçã=ãÉ=~åÇ=Ü~ëåDí=ÄÉÉå=~äíÉêÉÇK==f=
Å~å=DëáÖåD=íÜÉ=ÇçÅìãÉåí=Äó=Å~äÅìä~íáåÖ=~=ÅêóéíçÖê~éÜáÅ=ÇáÖÉëí=Ä~ëÉÇ=çå=íÜÉ=ÇçÅìãÉåí=ÅçåíÉåíI=
ÉåÅêóéíáåÖ=íÜÉ=ÇáÖÉëí=ìëáåÖ=ãó=éêáî~íÉ=âÉóI=~åÇ=~ÇÇáåÖ=íÜÉ=ÉåÅêóéíÉÇ=ÇáÖÉëí=~í=íÜÉ=ÉåÇ=çÑ=íÜÉ=
ÇçÅìãÉåíK==qÜÉå=f=ÉåÅêóéí=íÜÉ=ïÜçäÉ=íÜáåÖ=Ñçê=íê~åëãáëëáçå=ìëáåÖ=íÜÉ=êÉÅáéáÉåíDë=éìÄäáÅ=âÉó=~ë=
~ÄçîÉK=
Sender Recipient
Message
(Secret)
Recipient's
Public Key
(Not Secret)
Recipient's
Private Key
(Secret)
Sender's
Private Key
Encrypt
Decrypt
Digester
Digest
Signature
Encrypt
Recipient's
Public Key
Encoded
Message
Message
(Secret)
Signature
Encoded
Message
Digester
Decrypt
Sender's
Public Key
(Not Secret)
Sender's
Public Key
(Not Secret)
Digest (1)
Digest (2)
=
^=oçìÖÜ=dìáÇÉ=íç=dêáÇ=pÉÅìêáíó=sNKN= «=fq=fååçî~íáçå=`ÉåíêÉI=OMMO= S=çÑ=PU=^ÑíÉê=ÇÉÅêóéíáåÖ=íÜÉ=ãÉëë~ÖÉ=ïáíÜ=Üáë=éêáî~íÉ=âÉóI=íÜÉ=êÉÅáéáÉåí=Å~å=ÇÉÅêóéí=ãó=ÇáÖÉëí=ìëáåÖ=ãó=
éìÄäáÅ=âÉóK==fÑ=íÜáë=ã~íÅÜÉë=íÜÉ=ÇáÖÉëí=ÜÉ=çÄí~áåë=ÇáêÉÅíäó=Ñêçã=íÜÉ=ãÉëë~ÖÉ=ÅçåíÉåíëI=áí=éêçîÉë=íÜ~í=f=
ÅêÉ~íÉÇ=íÜÉ=ãÉëë~ÖÉI=ÄÉÅ~ìëÉ=íÜÉ=çåäó=ï~ó=íç=ÅêÉ~íÉ=~åÇ=ÉåÅêóéí=~=ã~íÅÜáåÖ=ÇáÖÉëí=íÜ~í=Å~å=ÄÉ=
ÇÉÅçÇÉÇ=ïáíÜ=ãó=éìÄäáÅ=âÉó=áë=Äó=ìëáåÖ=ãó=éêáî~íÉ=âÉó=Eíç=ïÜáÅÜ=çåäó=f=Ü~îÉ=~ÅÅÉëëFK=
_ÉÑçêÉ=éìÄäáÅ=âÉó=íÉÅÜåçäçÖó=ÄÉÅ~ãÉ=~î~áä~ÄäÉI=íÜÉ=çåäó=ï~ó=íç=ëÉåÇ=~=ÅçåÑáÇÉåíá~ä=ãÉëë~ÖÉ=ï~ë=
íç=ÉåÅçÇÉ=~åÇ=ÇÉÅçÇÉ=áí=ìëáåÖ=íÜÉ=ë~ãÉ=âÉó=Eëç=Å~ääÉÇ=ëáåÖäÉ=âÉó=çê=ëóããÉíêáÅ=ÉåÅêóéíáçåFK==qÜÉ=
éêçÄäÉã=ï~ë=íÜ~í=íÜáë=âÉó=Ñáêëí=Ü~Ç=íç=ÄÉ=ëÉåí=íç=íÜÉ=êÉÅáéáÉåíI=Äìí=íÜÉ=âÉó=áíëÉäÑ=ÅçìäÇ=åçí=ÄÉ=
ÉåÅêóéíÉÇ=ÄÉÅ~ìëÉ=çÑ=ÅçìêëÉ=íÜÉ=êÉÅáéáÉåí=ïçìäÇ=åçí=âåçï=íÜÉ=âÉó=~åÇ=ëç=ïçìäÇ=ÄÉ=ìå~ÄäÉ=íç=
ÇÉÅçÇÉ=áíK==táíÜ=éìÄäáÅ=âÉó=~äÖçêáíÜãëI=íÜÉ=éêçÄäÉã=áë=ëçäîÉÇ=Ó=ïÉ=ÇçåDí=Ü~îÉ=íç=ïçêêó=~Äçìí=
ëÉåÇáåÖ=íÜÉ=éìÄäáÅ=âÉó=ÄÉÅ~ìëÉ=ëÉÅìêáíó=ÇÉéÉåÇë=çå=íÜÉ=éêáî~íÉ=âÉó=~åÇ=íÜ~í=åÉîÉê=Ü~ë=íç=ÄÉ=ëÉåí=
~åóïÜÉêÉK= = qÜáë= ã~âÉë= éìÄäáÅ= âÉó= ÉåÅêóéíáçå=í Ü É =ã ç ë í =ë É Å ì ê É =ã É í Ü ç Ç =É î É ê =Ñ ç ê =ë É å Ç á å Ö =
ÅçåÑáÇÉåíá~ä=Ç~í~=çîÉê=éìÄäáÅ=åÉíïçêâë=Ó=mhf=ÅÉêí~áåäó=áëåDí=~=é~êíáÅìä~êäó=DïÉ~â=äáåâDK=
PKO= a~í~=ëÉÅìêáíóI=áåíÉÖêáíó=~åÇ=äçåÖÉîáíó=
lÑ=ÅçìêëÉI=íÜÉêÉ=~êÉ=ëçãÉ=ëã~ää=éêçÄäÉãë=íÜ~í=ëÜçìäÇ=ÄÉ=ÄçêåÉ=áå=ãáåÇ=ïÜÉå=ÅçåíÉãéä~íáåÖ=íÜÉ=
íê~åëÑÉê=çÑ=éêáî~íÉ=Ç~í~=çîÉê=éìÄäáÅ=åÉíïçêâë=ìëáåÖ=mhf=íÉÅÜåçäçÖóK=
cáêëíäóI=óçì=~ÄëçäìíÉäó=ãìëí=âÉÉé=óçìê=éêáî~íÉ=âÉóë=éêáî~íÉK==kÉîÉê=ëÉåÇ=íÜÉã=íç=~åóçåÉI=~åÇ=ÇçåDí=
ëíçêÉ=íÜÉã=çå=~=ëóëíÉã=ïÜÉêÉ=çíÜÉêë=ã~ó=ÄÉ=~ÄäÉ=íç=ÑáåÇ=íÜÉãK==^=ÖççÇ=ëíçê~ÖÉ=ÇÉîáÅÉ=ïçìäÇ=ÄÉ=~=
ëã~êí=Å~êÇ=çå=~=ÅÜ~áå=íÜ~í=óçì=âÉÉé=~êçìåÇ=óçìê=åÉÅâ=Ó=áÑ=óçì=Ü~îÉ=çåÉ=çÑ=íÜÉëÉ=óçì=ëÜçìäÇ=áåëÉêí=
áí=áåíç=íÜÉ=Å~êÇ=êÉ~ÇÉê=ïÜÉå=óçì=åÉÉÇ=áíI=Äìí=ÇçåDí=ÉîÉê=äÉ~îÉ=áí=íÜÉêÉK==^äï~óë=é~ëëïçêÇJéêçíÉÅí=
ëíçêÉÇ=ÅçéáÉë=çÑ=óçìê=éêáî~íÉ=âÉó=ëç=áÑ=áí=áë=ëíçäÉå=óçì=Ü~îÉ=ëçãÉ=íáãÉ=ïÜáäÉ=íÜÉ=íÜáÉÑ=ÇÉÅçÇÉë=áí=áå=
ïÜáÅÜ=íç=êÉîçâÉ=íÜÉ=ÅçêêÉëéçåÇáåÖ=éìÄäáÅ=âÉóK==^äï~óë=êÉîçâÉ=~=éìÄäáÅ=âÉó=~ë=ëççå=~ë=óçì=ÅçãÉ=íç=
ÄÉäáÉîÉ=íÜ~í=íÜÉ=éêáî~íÉ=âÉó=Ü~ë=ÄÉÉå=ÅçãéêçãáëÉÇK=
pçãÉ=ÉñéÉêíë=ÄÉäáÉîÉ=íÜ~í=éêáî~íÉ=âÉó=ã~å~ÖÉãÉåí=áë=áíëÉäÑ=~=ã~àçê=ÅçåÅÉêåI=~ë=ìëÉêë=Çç=ã~âÉ=
ãáëí~âÉë=~åÇ=ã~åó=Çç=åçí=ìåÇÉêëí~åÇ=íÜÉ=íÉÅÜåçäçÖó=ÉåçìÖÜ=íç=âåçï=ïÜÉå=íÜÉáê=ãáëí~âÉë=~êÉ=
ëÉêáçìëK==cçê=ëçãÉ=~ééäáÅ~íáçåë=EéÉêÜ~éë=áåÅäìÇáåÖ=äçÖáåF=íÜáë=ã~ó=ÄÉ=êáÖÜíI=~åÇ=ëáãéäÉ=é~ëëïçêÇë=
ã~ó=ÄÉ=ÄÉííÉê=íÜ~å=mhf=íÉÅÜåçäçÖóK==lå=íÜÉ=çíÜÉê=Ü~åÇI=ëçãÉ=éÉçéäÉ=íÜáåâ=é~ëëïçêÇë=~êÉ=~äëç=
ìåë~ÑÉ=ÄÉÅ~ìëÉ=ìëÉêë=ÑáåÇ=áí=Ü~êÇ=íç=ëÉäÉÅí=~åÇ=êÉãÉãÄÉê=ëíêçåÖ=EÇáÑÑáÅìäí=íç=ÖìÉëëF=é~ëëïçêÇëK==
eìã~å= Ñ~Åíçêë= ÉñéÉêíë= ~êÉ= åçï= áåîÉëíáÖ~íáåÖ= íÜáë= éêçÄäÉãI= ~åÇ= ï~óë= íç= ÜÉäé= ìëÉêë= ~îçáÇ=
ÄÉÅçãáåÖ=íÜÉ=DïÉ~âÉëí=äáåâD=~êÉ=ÉãÉêÖáåÖ=EëÉÉ=xp~ëëÉz=Ñçê=Éñ~ãéäÉFK==líÜÉê=ëçäìíáçåë=ã~ó=áåîçäîÉ=
íÜÉ=ìëÉ=çÑ=ÄáçãÉíêáÅ=áÇÉåíáÑáÅ~íáçåI=~äíÜçìÖÜ=íÜáë=íÉÅÜåçäçÖó=áë=ëíáää=êÉä~íáîÉäó=áãã~íìêÉK=
pÉÅçåÇäóI=ÉîÉå=áÑ=óçìê=âÉóë=êÉã~áå=ëÉÅìêÉI=óçì=ã~ó=ÄÉ=ÅçåÅÉêåÉÇ=íÜ~í=íÜÉ=Ç~í~=ÅçìäÇ=ÄÉ=ÅÜ~åÖÉÇ=
ÉîÉå=íÜçìÖÜ=áí=Å~ååçí=ÄÉ=êÉ~ÇK==lÄîáçìëäóI=áÑ=~=Åê~ÅâÉê=áåíÉêÅÉéíÉÇ=~å=ÉåÅêóéíÉÇ=ãÉëë~ÖÉ=~åÇ=
ÅÜ~åÖÉÇ=áí=áå=~=ÑÉï=éä~ÅÉëI=ëçãÉ=ÅÜ~åÖÉë=ïçìäÇ=ëÜçï=ìé=áå=íÜÉ=ãÉëë~ÖÉ=~ÑíÉê=ÇÉÅêóéíáçåK==fÑ=íÜÉ=
Åê~ÅâÉê=ÅçìäÇ=Çç=íÜáë=áå=ëìÅÜ=~=ï~ó=íÜ~í=íÜÉ=~ãçìåí=çÑ=Åçêêìéíáçå=~ÑíÉê=ÇÉÅêóéíáçå=ï~ë=ëã~ääI=íÜÉå=
áí=ãáÖÜí=åçí=ÄÉ=çÄîáçìë=íÜ~í=~åóíÜáåÖ=ï~ë=ïêçåÖK==mìÄäáÅ=âÉó=ÇáÖáí~ä=ëáÖå~íìêÉë=Å~å=ÄÉ=ìëÉÇ=íç=
éêçíÉÅí=~Ö~áåëí=íÜáëI=~ë=~åó=~äíÉê~íáçå=ïçìäÇ=áåî~äáÇ~íÉ=íÜÉ=ãÉëë~ÖÉ=ÇáÖÉëíI=ëç=áí=ïçìäÇ=ÄÉ=çÄîáçìë=
áÑ=Ç~í~=ïÉêÉ=~äíÉêÉÇ=ÉåJêçìíÉ=Äó=~åóçåÉ=ÉäëÉK==qÜáë=ÇçÉë=ãÉ~å=óçì=ëÜçìäÇ=ÇáÖáí~ääó=ëáÖå=~ë=ïÉää=~ë=
ÉåÅêóéí=~ää=ãÉëë~ÖÉë=J=íÜáë=áë=ÉëëÉåíá~ä=áå=~åó=éê~ÅíáÅ~ä=dêáÇ=ëóëíÉãI=~åÇ=áë=åçï=~=ÑÉ~íìêÉ=çÑ=däçÄìë=
~åÇ=çíÜÉê=dêáÇ=ëçÑíï~êÉK=
^åçíÜÉê=éêçÄäÉã=áë=íÜ~í=éìÄäáÅ=âÉó=ÉåÅêóéíáçå=ÇçÉë=åçí=ÇÉéÉåÇ=çå=âÉÉéáåÖ=íÜÉ=~äÖçêáíÜãë=ëÉÅêÉí=Ó=
áå=Ñ~Åí=EÇÉëéáíÉ=ëçãÉ=~ííÉãéíë=Äó=íÜÉ=rKpK=ÖçîÉêåãÉåí=íç=éêÉîÉåí=áíF=íÜÉó=~êÉ=éìÄäáÅ=âåçïäÉÇÖÉK==
låÉ=ÅçìäÇ=íÜÉêÉÑçêÉ=É~ëáäó=ïêáíÉ=~=éêçÖê~ã=íç=ÇÉÅêóéí=~=ãÉëë~ÖÉ=îá~=íÜÉ=DÄêìíÉ=ÑçêÅÉD=ãÉíÜçÇ=çÑ=
íêóáåÖ=~ää=íÜÉ=éçëëáÄäÉ=âÉóëK==cçêíìå~íÉäó=çåÉ=ïçìäÇ=åÉÉÇ=~=î~ëí=~ãçìåí=çÑ=ÅçãéìíÉê=éçïÉê=íç=êìå=
ëìÅÜ=~=éêçÖê~ãI=ëç=éêçîáÇÉÇ=óçì=ìëÉ=âÉóë=çÑ=ëìÑÑáÅáÉåí=äÉåÖíÜ=Ó=ÅìêêÉåíäó=íÜáë=ãÉ~åë=NMOQ=íç=OMQU=
^=oçìÖÜ=dìáÇÉ=íç=dêáÇ=pÉÅìêáíó=sNKN= «=fq=fååçî~íáçå=`ÉåíêÉI=OMMO= T=çÑ=PU=Äáíë=Ó=íÜÉ=íáãÉ=åÉÉÇÉÇ=íç=ÇÉÅçÇÉ=íÜÉ=ãÉëë~ÖÉ=ïçìäÇ=ÄÉ=éêçÜáÄáíáîÉ
NK==eçïÉîÉêI=ÅçãéìíÉêë=~êÉ=
ÖÉííáåÖ=Ñ~ëíÉê=~ää=íÜÉ=íáãÉI=êçìÖÜäó=ÇçìÄäáåÖ=áå=ëéÉÉÇ=ÉîÉêó=NU=ãçåíÜë=Ñçê=íÜÉ=ä~ëí=PM=óÉ~êë=E~=
éÜÉåçãÉåçå=âåçïå=~ë=jççêÉDë=i~ïFK==qÜáë=ãÉ~åë=íÜ~í=ëçãÉ=Ç~ó=áí=ã~ó=ÄÉ=éçëëáÄäÉ=íç=ÇÉÅçÇÉ=
óçìê=ãÉëë~ÖÉ=íÜêçìÖÜ=~=ÄêìíÉ=ÑçêÅÉ=~íí~Åâ=E~ëëìãáåÖ=~åóçåÉ=êÉ~äáëÉÇ=áíë=áãéçêí~åÅÉ=~åÇ=ÄçíÜÉêÉÇ=
íç=ëíçêÉ=áíFK=
vçì=ãìëí=íÜÉêÉÑçêÉ=ÅÜççëÉ=íÜÉ=âÉó=äÉåÖíÜ=íç=êÉëáëí=~íí~Åâ=Ñçê=äçåÖ=ÉåçìÖÜ=íÜ~í=íÜÉ=ãÉëë~ÖÉ=ïáää=åçí=
ÄÉ=ÇÉÅçÇÉÇ=ïÜáäÉ=íÜÉ=áåÑçêã~íáçå=áå=áí=áë=ëíáää=ëÉåëáíáîÉK==vçì=Ü~îÉ=íç=~ëâ=óçìêëÉäÑ=?Üçï=äçåÖ=Çç=f=
åÉÉÇ?\==cáîÉ=óÉ~êë=ãáÖÜí=ÄÉ=ÉåçìÖÜ=íç=éêçíÉÅí=~=åÉï=~ìíçãçÄáäÉ=ÇÉëáÖåI=~ë=Äó=íÜÉå=íÜÉ=Å~ê=ïáää=ÄÉ=
çå= íÜÉ= ã~êâÉí= ~åÇ= ~î~áä~ÄäÉ= Ñçê= ~åóçåÉ= íç= áåëéÉÅíK= = eçïÉîÉêI= ãÉÇáÅ~ä= êÉÅçêÇë= ëÜçìäÇ= êÉã~áå=
ë É Å ì ê É =Ñ ç ê =í Ü É =é ~ í á É å í D ë =ï Ü ç ä É =ä á Ñ É í á ã É I =~ å Ç =á Ñ =~= é~íáÉåí= Ü~ë= ~= ÖÉåÉíáÅ= ÇáëçêÇÉê= íÜ~í= ãáÖÜí= ÄÉ=
áåÜÉêáíÉÇ= Äó= Üáë= ÇÉëÅÉåÇ~åíëI= ÉîÉå= íÜ~í= ãáÖÜí= åçí= ÄÉ= ÅçåëáÇÉêÉÇ= äçåÖ= ÉåçìÖÜK= = qÜÉ= rh=
ÖçîÉêåãÉåí=Öê~ÇÉë=ëÉÅêÉí=ÇçÅìãÉåíë=~ÅÅçêÇáåÖ=íç=íÜÉ=äÉåÖíÜ=çÑ=íáãÉ=íÜ~í=ëÜçìäÇ=Éä~éëÉ=ìåíáä=íÜÉó=
Å~å=ÄÉ=ã~ÇÉ=éìÄäáÅ=Eìé=íç=NMM=óÉ~êëFI=~åÇ=dêáÇ=ìëÉêë=ëÜçìäÇ=Çç=íÜÉ=ë~ãÉK=
cáå~ääóI=íÜÉêÉ=~êÉ=ÇÉÅêóéíáçå=~äÖçêáíÜãë=Å~é~ÄäÉ=çÑ=ÇÉÅçÇáåÖ=éìÄäáÅ=âÉó=ÉåÅêóéíÉÇ=ãÉëë~ÖÉë=áå=~=
ÑÉï=ëÉÅçåÇë=ïáíÜçìí=~=âÉó>==qÜÉ=ÖççÇ=åÉïë=áë=íÜ~í=íÜÉëÉ=~äÖçêáíÜãë=Å~å=çåäó=êìå=çå=èì~åíìã=
ÅçãéìíÉêëI=~åÇ=íÜÉëÉ=~êÉ=îÉêó=ÇáÑÑáÅìäí=íç=ÄìáäÇK==fë~~Å=`Üì~åÖ=~í=f_jDë=^äã~ÇÉå=oÉëÉ~êÅÜ=`ÉåíêÉ=
ÅêÉ~íÉÇ=íÜÉ=ä~êÖÉëí=èì~åíìã=ÅçãéìíÉê=f=âåçï=çÑI=ïÜáÅÜ=ÅçìäÇ=Ü~åÇäÉ=íÜÉ=Éèìáî~äÉåí=çÑ=~=TJÄáí=âÉó=
xnì~åíìãzK==E^ë=~=çåÉJíáãÉ=èì~åíìã=éÜóëáÅáëíI=f=ïçìäÇ=ë~ó=áí=áë=îÉêó=ÇáÑÑáÅìäí=Äìí=åçí=áãéçëëáÄäÉ=
íç=ëÅ~äÉ=íÜáë=ìé=íç=~=ìëÉÑìä=ëáòÉI=ÖáîÉå=íáãÉKF=
qÜÉ=éçáåí=ÜÉêÉ=áë=íÜ~í=áí=áë=~äï~óë=éçëëáÄäÉ=íÜ~í=ëçãÉçåÉ=ïáää=áåîÉåí=~=ï~ó=íç=ÄÉ~í=éìÄäáÅ=âÉó=
ÉåÅêóéíáçå=ïáíÜçìí=ï~áíáåÖ=Ñçê=ÅçãéìíÉêë=íç=ÖÉí=Ñ~ëíÉêI=ëç=óçìê=Ç~í~=ã~ó=åçí=êÉã~áå=éêáî~íÉ=Ñçê=~ë=
äçåÖ=~ë=óçì=íÜçìÖÜíK==låÉ=ëÜçìäÇ=í~âÉ=~=Ä~ä~åÅÉÇ=îáÉï=çÑ=íÜáë=éçëëáÄáäáíó=Ó=~ÑíÉê=~ääI=~=éê~ÅíáÅ~ä=
èì~åíìã=ÅçãéìíÉê=ïçìäÇ=ÄÉ=~í=äÉ~ëí=~ë=ÄáÖ=~=ëíÉé=Ñçêï~êÇ=~ë=íÜÉ=íê~åëáëíçêK==vçì=ã~ó=ÄÉ=~ÄäÉ=íç=
ÅçãéìíÉ=~=ãìÅÜ=ÄÉííÉê=~ìíçãçÄáäÉ=ÇÉëáÖå=áå=~=ÑÉï=ãáåìíÉë=ìëáåÖ=èì~åíìã=ÅçãéìíáåÖI=ëç=íÜÉ=
ÇÉëáÖå=Ç~í~=óçì=éêÉîáçìëäó=êÉÖ~êÇÉÇ=~ë=íçé=ëÉÅêÉí=ã~ó=ëìÇÇÉåäó=ÄÉÅçãÉ=äÉëë=áåíÉêÉëíáåÖ=íç=óçìê=
ÅçãéÉíáíçêë= íÜ~å= ~= NVQU= mäóãçìíÜ>= = eçïÉîÉêI= áÑ= óçì= ~êÉ= ïçêâáåÖ= ïáíÜ= ãÉÇáÅ~ä= êÉÅçêÇëI= óçì=
ëÜçìäÇ=ÖáîÉ=ëçãÉ=íÜçìÖÜí=íç=íÜÉ=ÅçåëÉèìÉåÅÉë=çÑ=DÖá~åí=äÉ~éëD=áå=íÉÅÜåçäçÖóI=~åÇ=Çç=íÜáåÖë=äáâÉ=
êÉãçîáåÖ=íÜÉ=é~íáÉåíDë=áÇÉåíáíó=Ñêçã=~åó=Ç~í~=óçì=åÉÉÇ=íç=ëÉåÇ=áåíç=íÜÉ=dêáÇK=
Q= dêáÇ=pÉÅìêáíóW=iáåâë=áå=~=`Ü~áå=
QKN= lîÉêîáÉï=
dáîÉå=íÜ~í=éìÄäáÅ=âÉó=ÉåÅêóéíáçå=Å~å=ÅìêêÉåíäó=éêçîáÇÉ=ëÉÅìêÉ=~ìíÜÉåíáÅ~íáçå=~åÇ=Ç~í~=éêáî~ÅóI=
Üçï=Çç=dêáÇ=ëóëíÉãë=ìëÉ=íÜáë=íÉÅÜåçäçÖó=~ë=é~êí=çÑ=~å=çîÉê~ää=ëÉÅìêáíó=áåÑê~ëíêìÅíìêÉ\==få=ãçëí=
Å~ëÉë=dêáÇ=ëÉÅìêáíó=ÄÉÜ~îÉë=ãçêÉ=äáâÉ=~=äáåâÉÇ=ÅÜ~áå=íÜ~å=~=Å~ëíäÉI=ëç=~=ïÉ~âåÉëë=~åóïÜÉêÉ=ã~ó=
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ëçÑíï~êÉ=íÜ~í=ïÉêÉ=åçí=ÇÉëáÖåÉÇ=íç=ëÉÅìêÉäó=Åçåí~áå=íÜÉáê=ìëÉêëK==j~åó=ïÉääJâåçïå=ÅçããÉêÅá~ä=
ÅçÇÉë= ÇÉäáÄÉê~íÉäó= ~ääçï= ìëÉêJëéÉÅáÑáÉÇ= Åçãã~åÇë= íç= ÄÉ= áëëìÉÇ= íç= ~= ëÜÉääI= ìëì~ääó= íç= éêçîáÇÉ=
ëÉ~ãäÉëë=~ÅÅÉëë=íç=ÉñíÉêå~ä=EéçëëáÄäó=ìëÉêJÇÉîÉäçéÉÇF=éêÉJ=~åÇ=éçëíJéêçÅÉëëáåÖ=~ééäáÅ~íáçåëK==bîÉå=
ïÜÉêÉ=íÜáë=áë=åçí=íÜÉ=Å~ëÉI=áí=ã~ó=ÄÉ=îÉêó=ÇáÑÑáÅìäí=íç=éêÉîÉåí=ã~äáÅáçìë=ìëÉêë=Ñêçã=ÉëÅ~éáåÖ=áåíç=íÜÉ=
Åçãã~åÇ=ëÜÉää=áÑ=íÜÉ=~ééäáÅ~íáçå=áëåDí=ÇÉëáÖåÉÇ=íç=éêÉîÉåí=áíK=
låÉ= Åä~ëëáÅ= dêáÇJëéÉÅáÑáÅ= ã~åáÑÉëí~íáçå= çÑ= íÜáë= ëÉÅìêáíó= êáëâ= êÉä~íÉë= íç= íÜÉ= êÉÅçåëíêìÅíáçå= çÑ=
DÉñÉÅìíáçå=ÅçåíÉñíD=Ñçê=~å=~ééäáÅ~íáçå=çå=~=êÉãçíÉ=dêáÇ=êÉëçìêÅÉK==_ó=ÅçåíÉñíI=ïÉ=ãÉ~å=íÜáåÖë=äáâÉ=
íÜÉ=ïçêâáåÖ=ÇáêÉÅíçêó=äçÅ~íáçåI=ÉåîáêçåãÉåí=î~êá~ÄäÉëI=áåéìí=~åÇ=çìíéìí=ÑáäÉ=å~ãÉëI=ÉíÅK==pìééçëÉ=
ïÉ=~êÉ=~ëâÉÇ=íç=ÅêÉ~íÉ=~=dêáÇ=ëÉêîáÅÉ=íç=êìå=~=ÅçÇÉ=Å~ääÉÇ=notagridappK==qÜáë=ÅçÇÉ=êÉ~Çë=áåéìí=
Ñêçã=~=D.inpD=áåéìí=ÑáäÉI=~åÇ=ïêáíÉë=çìíéìí=íç=~=ÅçêêÉëéçåÇáåÖ=DKoutD=ÑáäÉK==qÜÉ=áåéìí=ÑáäÉ=å~ãÉ=áë=
ëéÉÅáÑáÉÇ= áå= ~= çåÉJäáåÉ= ~ìñáäá~êó=á å é ì í =Ñ á ä É =í Ü ~ í =á ë =~ ä ï ~ ó ë =Å ~ ä ä É Ç =params.datI= ~åÇ= íÜÉ= çìíéìí=
ÑáäÉå~ãÉ=áë=íÜÉå=ÖÉåÉê~íÉÇ=Ñêçã=íÜÉ=áåéìí=ÑáäÉå~ãÉ=îá~=íÜÉ=çÄîáçìë=ÅÜ~åÖÉ=áå=ÑáäÉå~ãÉ=ÉñíÉåëáçåK=
tÉ=ÇÉëáÖå=íÜÉ=êÉèìáêÉÇ=ëÉêîáÅÉ=íç=çéÉê~íÉ=~ë=ÑçääçïëW=
•  íÜÉ=ìëÉê=ÅêÉ~íÉë=~=íïçJé~êí=EÉKÖK=pl^m=ÉåÅçÇÉÇF=ãÉëë~ÖÉ=Åçåí~áåáåÖ=íÜÉ=ÅçåíÉåí=çÑ=íÜÉáê=íïç=
áåéìí=ÑáäÉë=Erealname.inp=~åÇ=params.datF=~åÇ=ëÉåÇë=áí=íç=íÜÉ=ëÉêîáÅÉX=
•  íÜÉ=ëÉêîáÅÉ=ìåé~Åâë=íÜÉ=ãÉëë~ÖÉ=íç=ÅêÉ~íÉ=íïç=áåéìí=ÑáäÉëI=çåÉ=Å~ääÉÇ=params.dat=~åÇ=íÜÉ=
çíÜÉê=Å~ääÉÇ=somename.inpX=
•  íÜÉ=ëÉêîáÅÉ=íÜÉå=êÉ~Çë=íÜÉ=params.dat=ÑáäÉI=~åÇ=êÉÅêÉ~íÉë=~=ÅçåëáëíÉåí=ÅçåíÉñí=Äó=ã~âáåÖ=~=
ëóëíÉã=Å~ää=äáâÉ=?mv somename.inp realname.inp?I=ïÜÉêÉ=Drealname.inpD=áë=í~âÉå=
Ñêçã=íÜÉ=Ñáêëí=äáåÉ=çÑ=íÜÉ=params.dat=ÑáäÉX=
•  íÜÉ=ëÉêîáÅÉ=íÜÉå=ã~âÉë=~åçíÜÉê=ëóëíÉã=Å~ää=íç=ÉñÉÅìíÉ=íÜÉ=~ééäáÅ~íáçå=áíëÉäÑI=ìëáåÖ=íÜÉ=ÑáñÉÇ=
Åçãã~åÇ=äáåÉ=notagridappI=~ë=ïÉ=~êÉ=åçí=äÉííáåÖ=íÜÉ=ìëÉê=ëéÉÅáÑó=íÜÉ=Åçãã~åÇ=íç=êìåI=åç=
ëáê>=
•  íÜÉ=ëÉêîáÅÉ=íÜÉå=êÉ~Çë=íÜÉ=ÅçåíÉåí=çÑ=íÜÉ=çìíéìí=ÑáäÉ=realname.out=EïÜçëÉ=å~ãÉ=áí=Å~å=Äó=
åçï=ÇÉÇìÅÉF=áåíç=~å=EÉKÖK=pl^m=ÉåÅçÇÉÇF=êÉéäó=ãÉëë~ÖÉI=~åÇ=ëÉåÇë=áí=Ä~Åâ=íç=íÜÉ=ìëÉêK=
^=oçìÖÜ=dìáÇÉ=íç=dêáÇ=pÉÅìêáíó=sNKN= «=fq=fååçî~íáçå=`ÉåíêÉI=OMMO= NS=çÑ=PU=lÑ=ÅçìêëÉI=ïÉ=Å~å=~ää=ëÉÉ=íÜÉ=Ñä~ï=ÜÉêÉ=Ó=~äíÜçìÖÜ=íÜÉ=ÅçÇÉ=ÉñÉÅìíáçå=ëíÉé=áë=ëÉÅìêÉ=~åÇ=Å~å=çåäó=
êìå=íÜÉ=ÇÉëáêÉÇ=~ééäáÅ~íáçåI=íÜÉ=éêÉîáçìë=ëóëíÉã=Å~ää=íç=êÉå~ãÉ=íÜÉ=áåéìí=ÑáäÉ=áë=åçíK==fÑ=íÜÉ=ìëÉê=
ëìééäáÉÇ=~=params.dat=êÉ~ÇáåÖ=ëçãÉíÜáåÖ=äáâÉW=
x.inp; mail –I –s "Passwords" cracker@nowhere.com ~r /etc/passwd; 
/bin/rm –rf / 
~ää=ÜÉää=ïáää=ÄêÉ~â=äççëÉ=àìëí=~ë=ÄÉÑçêÉK=
fÑ=ïÉ=~êÉ=àìëí=~=äáííäÉ=ëã~êíÉêI=ïÉ=ãáÖÜí=ëéçí=íÜáë=Ç~åÖÉê=~åÇ=íêìåÅ~íÉ=íÜÉ=êÉ~ä=áåéìí=ÑáäÉå~ãÉ=~í=íÜÉ=
Ñáêëí=éìåÅíì~íáçå=ÅÜ~ê~ÅíÉê=EçíÜÉê=íÜ~å=DKDFI=ã~âáåÖ=íÜÉ=êÉå~ãáåÖ=Åçãã~åÇ=ë~ÑÉK==qÜáë=ãáÖÜí=ÄÉ=
ÉåçìÖÜI=Äìí=ëìééçëÉ=notagridapp=ï~ë=ÅêÉ~íÉÇ=Ñêçã=~å=É~êäáÉê=~ééäáÅ~íáçå=ïÜÉêÉ=íÜÉ=áåéìí=~åÇ=
çìíéìí= ÑáäÉå~ãÉë= ïÉêÉ= ÑáñÉÇ= ~ë= thedata.inp= ~åÇ= thedata.out\ ==q Ü É =Ç É î É ä ç é É ê =ç Ä î á ç ì ë ä ó =
áåíêçÇìÅÉÇ=íÜÉ=params.dat=ÑáäÉ=íç=~ääçï=ìëÉêë=íç=ëÉäÉÅí=ÇáÑÑÉêÉåí=áåéìí=Ç~í~I=Äìí=ÜÉ=ãáÖÜí=Ü~îÉ=
áãéäÉãÉåíÉÇ= íÜáë= Äó= ìëáåÖ= Üáë= çïå= ëóëíÉã= Å~ää= íç= êÉå~ãÉ= çê= Åçéó= realname.inp=Ä ~ Å â =í ç =
thedata.inp,=~ÑíÉê=ïÜáÅÜ=íÜÉ=çêáÖáå~ä=ÅçÇÉ=ÅçìäÇ=ÄÉ=ìëÉÇK==eÉ=ãáÖÜí=ÉîÉå=Ü~îÉ=ÄÉÉå=ÑçêÅÉÇ=íç=
Çç=áí=íÜáë=ï~ó=áÑ=íÜÉ=ëçìêÅÉ=ÅçÇÉ=çÑ=íÜÉ=çêáÖáå~ä=îÉêëáçå=ï~ë=åçí=~î~áä~ÄäÉI=~åÇ=ÜÉ=ã~ó=åçí=Ü~îÉ=
ÅçåëáÇÉêÉÇ=íÜÉ=éçëëáÄáäáíó=íÜ~í=íÜÉ=êÉëìäí=ãáÖÜí=ëçãÉÇ~ó=ÄÉ=ìëÉÇ=áå=~=åÉíïçêâ=ëÉêîáÅÉK=
oÉ~äáëíáÅ~ääóI=áÑ=óçì=ï~åí=íç=ÅêÉ~íÉ=~=éêçéÉêäó=ëÉÅìêÉÇ=dêáÇ=ëÉêîáÅÉ=íç=êìå=~=ÖáîÉå=~ééäáÅ~íáçåI=óçì=
ïáää=Ü~îÉ=íç=íÜáåâ=~Äçìí=íÜáë=ëçêí=çÑ=éêçÄäÉãK==^í=íÜÉ=ãáåáãìãI=óçìDää=åÉÉÇ=ÇÉí~áäë=çÑ=~ää=íÜÉ=ëÜÉää=
ÉëÅ~éÉë=~åÇ=çíÜÉê=Ç~åÖÉêçìë=ëóëíÉã=Å~ääë=íÜÉ=~ééäáÅ~íáçå=ãáÖÜí=ã~âÉI=~åÇ=óçì=ã~ó=åÉÉÇ=íç=~ìÇáí=
~åÇ=êÉÅçãéáäÉ=íÜÉ=ëçìêÅÉ=ÅçÇÉ=ÄÉÑçêÉ=~ääçïáåÖ=íÜÉ=ëÉêîáÅÉ=íç=ÄÉ=ìëÉÇK==^ééäáÅ~íáçå=ÇÉîÉäçéÉêëI=äáâÉ=
dêáÇ=áåÑê~ëíêìÅíìêÉ=ÇÉîÉäçéÉêëI=jrpq=ÄÉ=ÄêáÉÑÉÇ=çå=íÜÉ=Åä~ëëáÅ=ëÉÅìêáíó=îìäåÉê~ÄáäáíáÉë=~åÇ=Üçï=íç=
~îçáÇ=íÜÉãK==`çãéäÉñ= íÜáêÇJé~êíó=~ééäáÅ~íáçåë=ïáää=éêçÄ~Ääó=åÉÉÇ=íç=ÄÉ=ëÉÅìêÉÇ=~åÇ=ÇáÖáí~ääó=
ëáÖåÉÇ=Äó=íÜÉáê=çêáÖáå~ä=ÇÉîÉäçéÉêë=ÄÉÑçêÉ=íÜÉó=Å~å=ÄÉ=ìëÉÇ=áå=~=ÜáÖÜJëÉÅìêáíó=dêáÇ=ÅçåíÉñíK=
QKT= táÇÉ=léÉå=dêáÇë=
cçê=ÅÉêí~áå=âáåÇë=çÑ=êÉëÉ~êÅÜ=dêáÇëI=áí=ã~ó=ÄÉ=åÉÅÉëë~êó=íç=~ääçï=ìëÉêë=íç=êìå=íÜÉáê=çïå=ÅçÇÉë=áå=
çêÇÉê=íç=éìêëìÉ=íÜÉáê=áåîÉëíáÖ~íáçåëK==få=Ñ~ÅíI=ãçëí=dêáÇë=ìé=ìåíáä=åçï=Ü~îÉ=ÄÉÉå=äáâÉ=íÜáëI=~åÇ=
däçÄìë=áíëÉäÑ=áë=ÇÉëáÖåÉÇ=íç=ëìééçêí=áí=Ó=íÜáë=áë=ïÜó=däçÄìë=ÖáîÉë=êÉãçíÉ=ìëÉêë=Ñìää=~ÅÅÉëë=íç=~=äçÅ~ä=
~ÅÅçìåí=Äó=ÇÉÑ~ìäíK==qç=ëçãÉ=ìëÉêëI=íÜáë=áë=íÜÉ=çåäó=íóéÉ=çÑ=dêáÇ=íÜ~í=áë=êÉ~ääó=ìëÉÑìä>=
qÜáë=íóéÉ=çÑ=dêáÇ=áë=ÉñíêÉãÉäó=ÑäÉñáÄäÉ=~åÇ=éçïÉêÑìäI=Äìí=~äëç=îÉêó=ÇáÑÑáÅìäí=íç=ëÉÅìêÉK==_~ëáÅ~ääóI=
ëìÅÜ=~=dêáÇ=ÉñéäáÅáíäó=ÖáîÉë=êÉãçíÉ=ìëÉêë=~ÅÅÉëë=íç=~=Åçãã~åÇ=ëÜÉääI=ïÜáÅÜ=áë=éêÉÅáëÉäó=ïÜ~í=~ää=ÉJ
`çããÉêÅÉ=çéÉê~íçêë=âåçï=íÜÉó=ãìëí=~îçáÇ=~í=~ää=ÅçëíëK==qÜáë=DïáÇÉ=çéÉåD=dêáÇ=ãçÇÉä=~ääçïë=
êÉãçíÉ= ìëÉêë= íç= êìå= ~êÄáíê~êó= ÅçÇÉëI= ïÜáÅÜ= áë= ïÜ~í= ÖáîÉë= ëóëíÉã= ~Çãáåáëíê~íçêë= íÜÉ= ãçëí=
ÜÉ~Ç~ÅÜÉëK==qÜÉ=Ñáêëí=êÉ~Åíáçå=çÑ=ëçãÉ=ëóëíÉã=~Çãáåáëíê~íçêë=áë=íç=ë~ó=íÜ~í=áÑ=íÜáë=íóéÉ=çÑ=dêáÇ=áë=
áåëí~ääÉÇ=íÜÉå=íÜÉ=ìëÉêë=ïáää=Ü~îÉ=íç=í~âÉ=çîÉê=êÉëéçåëáÄáäáíó=Ñçê=åÉíïçêâ=ëÉÅìêáíó>=
^í=fq=fååçî~íáçåI=ïÉ=éêÉÑÉê=íç=ÄìáäÇ=dêáÇë=ìëáåÖ=tÉÄ=pÉêîáÅÉ=íÉÅÜåçäçÖó=~åÇ=~îçáÇ=ÖáîáåÖ=ìëÉêë=
~ÅÅÉëë=íç=íÜÉ=ëÜÉääK==eçïÉîÉêI=áÑ=óçì=åÉÉÇ=~=dêáÇ=íÜ~í=ÇçÉë=ÖáîÉ=ìëÉêë=ëÜÉää=~ÅÅÉëëI=ïÉ=íÜáåâ=áí=
ëÜçìäÇ=ÄÉ=éçëëáÄäÉ=ïáíÜçìí=äçëáåÖ=íÜÉ=ëìééçêí=çÑ=óçìê=ëóëíÉã=~Çãáåáëíê~íçêëK==_~ëáÅ~ääóI=ïÜ~í=óçì=
Ü~îÉ=íç=Çç=áë=íç=íêÉ~í=ëóëíÉãë=çå=ëìÅÜ=~=dêáÇ=~ë=éçíÉåíá~ääó=áåëÉÅìêÉI=~åÇ=ÄìáäÇ=ëçãÉ=DëÉÅìêáíó=áå=
ÇÉéíÜD=íç=Åçåí~áå=~åó=Åê~ÅâÉêë=íÜ~í=ÑáåÇ=~=ï~ó=áåíç=áíK=
QKU= fåíêìëáçå=Åçåí~áåãÉåí=
lÇÇ=íÜçìÖÜ=áí=ã~ó=ëÉÉãI=íÜÉ=åÉñí=êáåÖ=çÑ=ëÉÅìêáíó=áë=áåíêìëáçå=Åçåí~áåãÉåíI=~åÇ=åçí=E~ë=ëçãÉ=
ïçìäÇ=Ü~îÉ=áíF=áåíêìëáçå=ÇÉíÉÅíáçåK==fí=áë=ÉëëÉåíá~ääó=áãéçëëáÄäÉ=íç=ÇÉíÉÅí=áåíêìëáçå=ëç=ê~éáÇäó=íÜ~í=
íÜÉ= áåíêìÇÉê= Ü~ë= åç= çééçêíìåáíáÉë= íç= ãáëìëÉ= óçì ê =ë ó ë í É ã ë I =É ë é É Å á ~ ä ä ó =á Ñ =í Ü É ó =~ ê É =í ê ó á å Ö =í ç =Ä É =
ÇáëÅêÉÉíK==vçì=Ü~îÉ=íç=ëÉí=íÜáåÖë=ìé=ëç=íÜÉó=Å~åDí=Çç=ãìÅÜ=ïáíÜçìí=ÄêÉ~âáåÖ=íÜêçìÖÜ=çíÜÉê=ëÉÅìêáíó=
^=oçìÖÜ=dìáÇÉ=íç=dêáÇ=pÉÅìêáíó=sNKN= «=fq=fååçî~íáçå=`ÉåíêÉI=OMMO= NT=çÑ=PU=ãÉ~ëìêÉëI=Äó=ïÜáÅÜ=íáãÉ=ÜçéÉÑìääó=óçì=çê=çåÉ=çÑ=óçìê=ìëÉêë=ïáää=Ü~îÉ=åçíáÅÉÇ=íÜÉêÉ=áë=~=éêçÄäÉãI=
~åÇ=óçì=ïáää=Ü~îÉ=í~âÉå=ëíÉéë=íç=êÉãçîÉ=íÜÉ=áåíêìÇÉêëK=
qÜÉ=ÖçäÇÉå=êìäÉë=çÑ=Åçåí~áåãÉåí=~êÉW=
•  åÉîÉê=~ääçï=~=êÉãçíÉäó=áåáíá~íÉÇ=Eçê=áåÑäìÉåÅÉÇF=éêçÅÉëë=íç=Ü~îÉ=ãçêÉ=éêáîáäÉÖÉë=íÜ~å=áí=
åÉÉÇëX==
•  åÉîÉê=éìí=~åóíÜáåÖ=çå=~=êÉãçíÉäó=~ÅÅÉëëáÄäÉ=ëóëíÉã=íÜ~í=ÇçÉëåDí=åÉÉÇ=íç=ÄÉ=íÜÉêÉX=~åÇ=
•  áÑ=ëçãÉíÜáåÖ=ÇçÉë=Ü~îÉ=íç=ÄÉ=íÜÉêÉI=åÉîÉê=Öê~åí=ïáÇÉê=~ÅÅÉëë=íç=áí=íÜ~å=óçì=êÉ~ääó=åÉÉÇK=
tÉ=Ü~îÉ=ëÉÉå=íÜ~í=Ñêçã=íáãÉ=íç=íáãÉI=~=êÉãçíÉ=ìëÉê=ã~ó=ÄÉ=~ÄäÉ=íç=éÉêîÉêí=~=dêáÇ=áåÑê~ëíêìÅíìêÉ=
éêçÅÉëë=çê=~=dêáÇ=~ééäáÅ~íáçå=éêçÅÉëë=~åÇ=ìëÉ=áí=Ñçê=ëçãÉ=åÉÑ~êáçìë=éìêéçëÉK==qÜÉ=Ñáêëí=êìäÉ=çÑ=
Åçåí~áåãÉåí=ë~óë=íÜ~í=dêáÇ=áåÑê~ëíêìÅíìêÉ=~åÇ=~ééäáÅ~íáçå=éêçÅÉëëÉë=ëÜçìäÇ=åÉîÉê=êìå=ïáíÜ=Ñìää=
ëóëíÉã=~Çãáå=éÉêãáëëáçåëK==fÑ=íÜÉ=éÉêîÉêíÉÇ=éêçÅÉëë=Ü~ë=åç=ãçêÉ=éêáîáäÉÖÉ=íÜ~å=~=äÉÖáíáã~íÉ=ìëÉêI=
íÜÉå=~í=äÉ~ëí=íÜÉ=áåíêìÇÉê=ïáää=ÑáåÇ=áí=ÇáÑÑáÅìäí=íç=áåÑäáÅí=ÑìêíÜÉê=Ç~ã~ÖÉ=íç=íÜÉ=ëóëíÉã=çê=áíë=çíÜÉê=
ìëÉêëK=
qÜÉ=ëÉÅçåÇ=êìäÉ=ë~óë=íÜ~í=~åó=ëÉåëáíáîÉ=áåÑçêã~íáçå=ëÜçìäÇ=ÄÉ=é~ëëÉÇ=íç=~=ëÉé~ê~íÉ=EÜçéÉÑìääó=
ÄÉííÉê=ëÉÅìêÉÇF=ëóëíÉã=~ë=ëççå=~ë=óçìê=dêáÇ=êÉëçìêÅÉ=Ü~ë=ÑáåáëÜÉÇ=ïáíÜ=áíK==póëíÉã=äçÖë=~êÉ=çÄîáçìë=
Å~åÇáÇ~íÉë=Ñçê=íÜáëI=~ë=~=ëâáääÉÇ=áåíêìÇÉê=ïáää=~ãÉåÇ=íÜçëÉ=äçÖë=íç=ÅçîÉê=íÜÉáê=íê~Åâë=áÑ=íÜÉó=~êÉ=
ëíçêÉÇ=äçÅ~ääóK==låJäáåÉ=Ç~í~Ä~ëÉë=ÅçìäÇ=~äëç=ÄÉ=ëíçêÉÇ=ÉäëÉïÜÉêÉ=~åÇ=~ÅÅÉëëÉÇ=îá~=~=êÉëíêáÅíÉÇ=
åÉíïçêâ= áåíÉêÑ~ÅÉ= Ó= íÜáë= ~ääçïë= äÉÖáíáã~íÉ= ìëÉêë= íç= ~ÅÅÉëë= Ç~í~I= ïÜáäÉ= ã~âáåÖ= áí= Ü~êÇÉê= Ñçê= ~å=
áåíêìÇÉê=íç=Åçéó=íÜÉ=ÉåíáêÉ=Ç~í~Ä~ëÉK==dÉåÉê~ääó=ëéÉ~âáåÖI=ÅçåÑáÇÉåíá~ä=Ç~í~=ëìÅÜ=~ë=ÅêÉÇáí=Å~êÇ=
åìãÄÉêë=çê=ãÉÇáÅ~ä=êÉÅçêÇë=ëÜçìäÇ=åÉîÉê=ÄÉ=ëíçêÉÇ=äçÅ~ääó=çå=~=dêáÇJ~ÅÅÉëëáÄäÉ=êÉëçìêÅÉK=
^ää=çíÜÉê=áåÑçêã~íáçå=åÉÉÇÉÇ=Äó=íÜÉ=dêáÇ=áåÑê~ëíêìÅíìêÉ=ëÜçìäÇ=ÄÉ=ã~ÇÉ=~ÅÅÉëëáÄäÉ=çåäó=íç=íÜÉ=
dêáÇ=áåÑê~ëíêìÅíìêÉI=~åÇ=åÉîÉê=íç=çíÜÉê=ìëÉêëK==açåDí=ÑçêÖÉí=íç=éêçíÉÅí=Ñêçã=äçÅ~ä=EåçåJdêáÇF=ìëÉêë=~ë=
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áääÉÖ~ä= áë= ÇçåÉ= ~åÇ= íÜÉ= áãé~Åí= çå= çíÜÉê= ìëÉêë= áë= åçí= íçç= ÖêÉ~íK= = lÄîáçìëäóI= áÑ= íÜÉëÉ= íïç= ëáíÉë=
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áãéçêí~åí= ïÜÉêÉ= íÜÉ= ÇÉíÉêêÉåÅÉ= ÉÑÑÉÅí= áë= ~= ëáÖåáÑáÅ~åí= Ñ~Åíçê= áå= íÜÉ= çîÉê~ää= ëÉÅìêáíó= ãÉ~ëìêÉë=
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ï~ó=íç=~ÅÅÉëë=çåÉ=çêÖ~åáë~íáçå=Ñêçã=~åçíÜÉêK=^=ëéÉÅáÑáÅ=Ç~åÖÉê=íÜ~í=~êáëÉë=çå=íÜÉ=dêáÇ=áë=ïÜÉå=óçì=
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ÇÉëâíçé=ëóëíÉãë=~åÇ=ÉñíÉêå~ä=~ÅÅÉëë=éçáåíë=ïÉêÉ=éêçéÉêäó=ëÉÅìêÉÇK=
SKO= dêáÇ=éÉåÉíê~íáçå=çÑ=ÑáêÉï~ääë=
qÜÉ=éêçéÉê=ìëÉ=çÑ=ÑáêÉï~ääë=Ü~ë=êÉÅÉáîÉÇ=äáííäÉ=~ííÉåíáçå=Ñêçã=dêáÇ=ÇÉîÉäçéÉêëK==j~åó=É~êäó=dêáÇë=
ï É ê É =ç ê á Ö á å ~ ä ä ó =ì ë É Ç =í ç =ä á å â =ë ì é É ê Å ç ã é ì í É ê =Å É å í ê É ë =ç î É ê =Ç É Ç á Å ~ í É Ç =E á K É K =é ê á î ~ í É F =Ü á Ö Ü J ë é É É Ç =
åÉíïçêâë=çå=ïÜáÅÜ=ÑáêÉï~ääë=ïÉêÉ=åçí=êÉèìáêÉÇK==`Éêí~áåäóI=däçÄìë=ëÉÉãë=ãçêÉ=ëìáíÉÇ=íç=íÜáë=íóéÉ=
çÑ=ÉåîáêçåãÉåí=íÜ~å=íç=éìÄäáÅ=åÉíïçêâë=äáâÉ=íÜÉ=fåíÉêåÉíI=~åÇ=éçëëáÄäó=ï~ë=åçí=çêáÖáå~ääó=ÇÉëáÖåÉÇ=
íç=ÇÉ~ä=ïáíÜ=ÑáêÉï~ääë=áÑ=íÜÉó=ÇáÇ=åçí=Éñáëí=áå=áíë=Då~íáîÉD=ÉåîáêçåãÉåíK==cáêÉï~ääë=~êÉ=åçï=êÉÅÉáîáåÖ=
ãçêÉ=~ííÉåíáçåI=Äìí=áå=ã~åó=dêáÇ=ÅçããìåáíáÉë=íÜÉ=èìÉëíáçå=ÄÉáåÖ=~ÇÇêÉëëÉÇ=áë=?eçï=Çç=ïÉ=ÖÉí=
íÜêçìÖÜ=íÜÉëÉ=éÉëâó=ÑáêÉï~ääë?\=
qÜÉ=~åëïÉê=áÑ=óçì=~êÉ=êìååáåÖ=däçÄìë=~ééÉ~êë=íç=ÄÉ=íç=Å~ää=óçìê=åÉíïçêâ=ã~å~ÖÉê=~åÇ=Ü~îÉ=íÜÉã=
çéÉå=~ÅÅÉëë=íç=óçìê=däçÄìë=êÉëçìêÅÉë=çå=éçêíë=ONNVI=ONPRI=OUNN=~åÇ=ëÉîÉê~ä=çíÜÉê=DÇóå~ãáÅ~ääó=
~ëëáÖåÉÇD=éçêíëK==qÜáë=ïáää=~ääçï=êÉãçíÉ=däçÄìë=ìëÉêë=íç=ÅçååÉÅí=íç=óçìê=ëóëíÉãëI=~åÇ=êÉãçíÉ=àçÄë=
áåáíá~íÉÇ=Ñêçã=óçìê=ëáíÉ=íç=í~äâ=Ä~Åâ=íÜêçìÖÜ=däçÄìëK==vçì=ã~ó=~äëç=åÉÉÇ=íç=Éå~ÄäÉ=~ÅÅÉëë=íç=çíÜÉê=
ëóëíÉã=ëÉêîáÅÉëI=Ñçê=Éñ~ãéäÉ=ram=ÅçååÉÅíáçåë=íç=åÉíïçêâ=íáãÉ=ëÉêîáÅÉë=Ó=ëáåÅÉ=däçÄìë=ÅÉêíáÑáÅ~íÉë=
Ü~îÉ=~=äáãáíÉÇ=äáÑÉíáãÉI=~ìíÜÉåíáÅ~íáçå=ïáää=Ñ~áä=áÑ=óçì=ÇçåDí=Ü~îÉ=ÅçåëáëíÉåí=ëóëíÉã=íáãÉ=ÉåÇJíçJÉåÇK==
E _ ó =í Ü É =ï ~ ó =Ó =r a m =í á ã É =ë á Ö å ~ ä ë =~ ê É =É ~ ë á ä ó =ë é ç ç Ñ É Ç I =ë ç =á í =á ë =Ä É í í É ê =í ç =ì ë É =ç í Ü É ê =ã É í Ü ç Ç ë =Ñ ç ê =
ÅçåëáëíÉåí=íáãÉâÉÉéáåÖ=áÑ=éçëëáÄäÉFK==cáå~ääóI=óçì=ã~ó=åÉÉÇ=íç=Éå~ÄäÉ=éçêíë=ìëÉÇ=Äó=î~êáçìë=ëÉêîáÅÉë=
Äìáäí=çå=íçé=çÑ=däçÄìë=Ó=íÜÉ=bìêçéÉ~å=a^q^dofa=éêçàÉÅí=äáëíë=~åçíÜÉê=NM=çê=ëç=éçêíëK==jçëí=çíÜÉê=
d ê á Ç =í É Å Ü å ç ä ç Ö á É ë =Å ç ã É =ï á í Ü =~ =ë á ã á ä ~ ê =ä á ë í =ç Ñ =å É í ï ç ê â =é ç ê í ë =í Ü ~ í =å É É Ç =í ç =Ä É =ç é É å É Ç =ì é =ç å =
é~êíáÅáé~íáåÖ=ã~ÅÜáåÉëK==
^=oçìÖÜ=dìáÇÉ=íç=dêáÇ=pÉÅìêáíó=sNKN= «=fq=fååçî~íáçå=`ÉåíêÉI=OMMO= OR=çÑ=PU=qÜÉ=éêçÄäÉã=ïáíÜ=~ää=íÜáë=áë=íÜ~í=~äíÜçìÖÜ=áí=Å~å=ÄÉ=ã~ÇÉ=íç=ïçêâI=áí=ÇÉÑÉ~íë=íÜÉ=éìêéçëÉ=çÑ=Ü~îáåÖ=
~=ÑáêÉï~ääK==råäÉëë=óçì=Å~å=âÉÉé=óçìê=dêáÇ=ìëÉêë=~ï~ó=Ñêçã=~=Åçãã~åÇ=ëÜÉää=EïÜáÅÜ=ïÉ=Ü~îÉ=ëÉÉå=
áë=éçíÉåíá~ääó=èìáíÉ=ÇáÑÑáÅìäíFI=óçì=~êÉ=ÉÑÑÉÅíáîÉäó=~ääçïáåÖ=êÉãçíÉ=ìëÉêë=áåíç=ìåJéçäáÅÉÇ=êÉÖáçåë=çÑ=
óçìê=åÉíïçêâK=
låÅÉ=áåëáÇÉ=óçìê=ÑáêÉï~ääI=~=íóéáÅ~ä=dêáÇ=ìëÉê=Å~å=êìå=éçêíJëÅ~ååáåÖ=íççäë=ëìÅÜ=~ë=åã~é=çê=ë~í~å=íç=
ÑáåÇ=çíÜÉê=îìäåÉê~ÄäÉ=ã~ÅÜáåÉëK==fÑ=åçíÜáåÖ=ëìáí~ÄäÉ=áë=áåëí~ääÉÇI=ÜÉ=Å~å=ëáãéäó=ìéäç~Ç=Üáë=çïå=
Åê~ÅâÉê=âáíë=çåíç=óçìê=dêáÇ=êÉëçìêÅÉK==eÉ=Å~å=íÜÉå=áåëí~ää=qêçà~å=ëçÑíï~êÉ=íÜ~í=ïáää=ã~âÉ=áåÑêÉèìÉåí=
ÅçååÉÅíáçåë=Ä~Åâ=íç=ÜáãI=çê=ïáää=äáëíÉå=Ñçê=D~íóéáÅ~äD=ãÉëë~ÖÉë=ëìÅÜ=~ë=f`jm=êÉéäó=é~ÅâÉíëI=ïÜáÅÜ=
ã~åó=ÑáêÉï~ääë=~ääçï=~ë=íÜÉó=~êÉ=åçêã~ääó=êÉëéçåëÉë=íç=êÉèìÉëíë=Ñêçã=áåëáÇÉK=
F
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Permitted Grid Access
System Managed
Servers
User Managed
Workstations
Permitted Access
to Restricted Services
New
Vulnerability
New
Vulnerability
Grid
Resource
=
vçì=~êÉ=çåäó=ë~ÑÉ=Ñêçã=íÜáë=áÑ=~ää=dêáÇ=ìëÉêë=~êÉ=E~F=ÑêáÉåÇäóI=~åÇ=EÄF=êÉ~ääó=ïÜç=íÜÉó=Åä~áã=íç=ÄÉK==
kÉáíÜÉê=çÑ=íÜÉëÉ=~ëëìãéíáçåë=Å~å=ÄÉ=~ÄëçäìíÉäó=êÉäáÉÇ=ìéçå=~ë=íÜÉ=dêáÇ=Åçããìåáíó=ÖêçïëK==jçëí=
åÉíïçêâ=~Çãáåáëíê~íçêë=ïáää=ÑáåÇ=íÜáë=ëÅÉå~êáç=ãçêÉ=íÜ~å=~=äáííäÉ=ÇáëíìêÄáåÖI=~åÇ=ïáää=éêçÄ~Ääó=ÄÉ=
ìåïáääáåÖ=íç=Éå~ÄäÉ=dêáÇ=~ÅÅÉëë=~äçåÖ=íÜÉëÉ=äáåÉëK=
låÉ=ï~ó=íç=êÉÇìÅÉ=íÜÉ=~ãçìåí=çÑ=êáëâ=áë=íç=Éå~ÄäÉ=~ÅÅÉëë=íç=íÜÉ=ÅêáíáÅ~ä=éçêíëI=Äìí=çåäó=Ñêçã=ëéÉÅáÑáÅ=
êÉãçíÉ=~ÇÇêÉëëÉëK==qÜáë=áë=åçí=Öì~ê~åíÉÉÇ=íç=ïçêâ=Eáí=áë=É~ëó=íç=ëéççÑ=íÜÉ=çêáÖáå=çÑ=ram=ãÉëë~ÖÉëI=
~åÇ=éçëëáÄäÉ=íÜçìÖÜ=ãìÅÜ=ãçêÉ=ÇáÑÑáÅìäí=íç=ëéççÑ=q`m=ÅçååÉÅíáçåëFK==fí=~äëç=ãÉ~åë=íÜ~í=óçì=Ü~îÉ=
í ç =ê É Å ç å Ñ á Ö ì ê É =ó ç ì ê =Ñ á ê É ï ~ ä ä =É î É ê ó =í á ã É =~ =å É ï =ë á í É =à ç á å ë =ç ê =ä É ~ î É ë =ó ç ì ê =î á ê í ì ~ ä =ç ê Ö ~ å á ë ~ í á ç å K = =
lÄîáçìëäóI=~åó=ÅÜ~åÖÉ=íç=~=ÑáêÉï~ää=ÅçåÑáÖìê~íáçå=êÉéêÉëÉåíë=~=ëÉÅìêáíó=êáëâ=Ó=íÜÉ=åÉï=~ÅÅÉëë=é~íÜ=
ãáÖÜí=ÄÉ=áãéäÉãÉåíÉÇ=áåÅçêêÉÅíäóI=çê=áí=ãáÖÜí=ÄÉ=äÉÑí=çéÉå=ïÜÉå=åç=äçåÖÉê=åÉÉÇÉÇI=çê=áí=ãáÖÜí=ÄÉ=
ÅäçëÉÇ=éêÉã~íìêÉäó=ïÜáÅÜ=ÅçìäÇ=áíëÉäÑ=Ü~îÉ=ëÉêáçìë=ÅçåëÉèìÉåÅÉëK==lå=~=ÅçããÉêÅá~ä=dêáÇI=ïÜÉêÉ=
éêÉîáçìëäó=ìåâåçïå=EÄìí=íê~ÅÉ~ÄäÉ=~åÇ=ÅêÉÇáíïçêíÜóF=êÉãçíÉ=ìëÉêë=ãáÖÜí=Äìó=~ÅÅÉëë=~í=~åó=íáãÉI=
íÜáë=~ééêç~ÅÜ=ïáää=åçí=ïçêâ=~í=~ääK=
SKP= b`pbpW=~=dêáÇ=ÑáêÉï~ääáåÖ=Å~ëÉ=ëíìÇó=
qÜÉ= däçÄìë= ÇÉãç= ÇÉîÉäçéÉÇ= Äó= fq= fååçî~íáçå= ÇìêáåÖ= ïáåíÉê= OMMNJMO= ï~ë= ÉåíáíäÉÇ= DbñéäçêáåÖ=
`ÜÉãáÅ~ä=píêìÅíìêÉ=ìëáåÖ=ÉJpÅáÉåÅÉD=Eb`pbpFK==qÜÉ=áÇÉ~=çÑ=íÜÉ=ÇÉãç=ï~ë=íç=ëÜçï=Üçï=ÉJpÅáÉåíáëíë=
ÅçìäÇ= ìëÉ= íÜÉ= dêáÇ= íç= ÄêáåÖ= íçÖÉíÜÉê= ÉñéÉêáãÉåí~ä= Ç~í~= ëçìêÅÉëI= Ç~í~Ä~ëÉë= ~åÇ= Åçãéìí~íáçå~ä=
éêÉÇáÅíáçå=íç=ëçäîÉ=~=éêçÄäÉã=áå=ÅçãÄáå~íçêá~ä=ÅÜÉãáëíêóK==tÉ=äÉ~êåÉÇ=~=äçí=~Äçìí=ÑáêÉï~ääë=E~åÇ=
~Äçìí=íÜÉ=ëÉåëáíáîáíáÉë=çÑ=åÉíïçêâ=ã~å~ÖÉêëF=íÜêçìÖÜ=ÄìáäÇáåÖ=~åÇ=êìååáåÖ=íÜáë=ÇÉãçK=
^=oçìÖÜ=dìáÇÉ=íç=dêáÇ=pÉÅìêáíó=sNKN= «=fq=fååçî~íáçå=`ÉåíêÉI=OMMO= OS=çÑ=PU=qç=áãéäÉãÉåí=íÜáë=ÇÉãçI=ïÉ=åÉÉÇÉÇ=íç=Éå~ÄäÉ=dêáÇ=~ÅÅÉëë=Ñêçã=~=êÉãçíÉ=ëáíÉ=íç=íïç=çéÉê~íáçå~ä=
êÉëçìêÅÉë=~í=íÜÉ=rh=bmpo`=k~íáçå~ä=`êóëí~ääçÖê~éÜáÅ=pÉêîáÅÉ=Ek`pFW=
•  ~=ÜáÖÜJáåíÉåëáíó=uJo~ó=ÇáÑÑê~ÅíçãÉíÉêI=ìëÉÇ=Äó=~Å~ÇÉãáÅë=~åÇ=áåÇìëíêá~ä=ÅäáÉåíë=çÑ=k`pX=~åÇ=
•  ãçäÉÅìä~ê=ëíêìÅíìêÉë=Ç~í~Ä~ëÉëI=áåÅäìÇáåÖ=çåÉ=Ñêçã=íÜÉ=`~ãÄêáÇÖÉ=`êóëí~ääçÖê~éÜáÅ=a~í~=
`ÉåíêÉ=E``a`FI=ïÜáÅÜ=íÜÉó=ÇáëíêáÄìíÉ=ÅçããÉêÅá~ääó=íç=áåÇìëíêá~ä=ìëÉêëK=
bîáÇÉåíäóI=íÜÉëÉ=êÉëçìêÅÉë=~êÉ=ëÉåëáíáîÉ=ïáíÜ=êÉëéÉÅí=íç=k`p=ÅäáÉåíë=~åÇ=é~êíåÉêë=êÉëéÉÅíáîÉäóI=~åÇ=
êÉãçíÉ=~ÅÅÉëë=íç=íÜÉ=êÉäÉî~åí=ëÉêîÉêë=áë=åçêã~ääó=ÄäçÅâÉÇ=Äó=íÜÉ=pçìíÜ~ãéíçå=Å~ãéìë=ÑáêÉï~ää=
ÄÉÜáåÇ=ïÜáÅÜ=k`p=áë=äçÅ~íÉÇK==lìê=éêçÄäÉã=ï~ë=íç=Éå~ÄäÉ=ÅçåíêçääÉÇ=~ÅÅÉëë=Ñçê=íÜÉ=éìêéçëÉë=çÑ=íÜÉ=
ÇÉãçI=áåÅäìÇáåÖ=~ÅÅÉëë=Ñêçã=Dî~äìÉJ~ÇÇÉÇD=Åçãéìí~íáçå~ä=ëÉêîáÅÉë=êìååáåÖ=ÉäëÉïÜÉêÉ=çå=íÜÉ=dêáÇK=
qÜÉ=îáêíì~ä=çêÖ~åáë~íáçå=áå=íÜáë=Å~ëÉ=ÅçåëáëíÉÇ=çÑ=íÜÉ=k`p=ä~ÄI=~=Åçãéìí~íáçå~ä=ëÉêîáÅÉ=ÉäëÉïÜÉêÉ=~í=
pçìíÜ~ãéíçåI=~åÇ=çåÉ=ëóëíÉã=EëìééäáÉÇ=Äó=ìëF=áåëí~ääÉÇ=~í=íÜÉ=êÉãçíÉ=ëáíÉ=ïÜÉêÉ=íÜÉ=ÇÉãç=ïçìäÇ=
ÄÉ=êìåK==qÜáë=ãÉ~åí=ïÉ=ïÉêÉ=~ÄäÉ=íç=äáãáí=~ÅÅÉëë=íÜêçìÖÜ=íÜÉ=Å~ãéìë=ÑáêÉï~ää=íç=ëéÉÅáÑáÅ=êÉãçíÉ=
~ÇÇêÉëëÉëI=~åÇ=ÑÉäí=ÅçãÑçêí~ÄäÉ=ïáíÜ=íÜÉ=äÉîÉä=çÑ=~ìíÜÉåíáÅ~íáçå=éêçîáÇÉÇ=Äó=däçÄìëK==E^Åíì~ääóI=áå=
éê~ÅíáÅÉ=ïÉ=ÇáÇ=Ü~îÉ=éêçÄäÉãëI=~ë=áí=ï~ë=åçí=~äï~óë=éçëëáÄäÉ=íç=ÇáëÅçîÉê=íÜÉ=êÉãçíÉ=~ÇÇêÉëë=ìåíáä=
~ÑíÉê=ïÉ=~êêáîÉÇ=~í=~=ÇÉãç=ëáíÉFK==bîÉå=ëçI=ïÉ=ÅçåÅäìÇÉÇ=íÜ~í=íÜÉ=ÇÉÑ~ìäí=~ìíÜçêáë~íáçå=ãçÇÉä=
ïçìäÇ=ÖáîÉ=êÉãçíÉ=ìëÉêë=íçç=ãìÅÜ=ÑêÉÉÇçã=íç=äççâ=~êçìåÇ=Ñçê=k`p=Ç~í~=ÄÉäçåÖáåÖ=íç=íÜÉáê=çíÜÉê=
ÅäáÉåíëK==lìê=ëçäìíáçå=ï~ë=íç=áåëí~ää=däçÄìë=åçÇÉë=áå=~=äçïJëÉÅìêáíó=dêáÇ=Ççã~áå=çê=DÇÉãáäáí~êáëÉÇ=
òçåÉD=EajwFI=ïáíÜ=~å=áååÉê=ÑáêÉï~ää=éêçíÉÅíáåÖ=íÜÉëÉ=ëÉåëáíáîÉ=êÉëçìêÅÉëK==tÉ=íÜÉå=ÇÉîÉäçéÉÇ=~å=
~ìíÜÉåíáÅ~íÉÇ= tÉÄ= ëÉêîáÅÉ= áåíÉêÑ~ÅÉ= Éå~ÄäáåÖ= ëéÉÅáÑáÅI= ÅçåíêçääÉÇ= ~ÅÅÉëë= íç= ëìÄëÉíë= çÑ= íÜÉ= Ç~í~=
åÉÉÇÉÇ=Ñçê=íÜÉ=ÇÉãçK==däçÄìë=ï~ë=ìëÉÇ=íç=éêçîáÇÉ=~=ÅççêÇáå~íÉÇ=Åçãéìí~íáçå~ä=ëÉêîáÅÉI=~åÇ=íç=
Dëí~ÖÉD=áåíÉêãÉÇá~íÉ=êÉëìäíë=ìëáåÖ=áíë=d^pp=EdäçÄ~ä=^ÅÅÉëë=íç=pÉÅçåÇ~êó=píçê~ÖÉF=ëÉêîáÅÉI=Äìí=åçí=íç=
~ÅÅÉëë=íÜÉ=ÅêáíáÅ~ä=Ç~í~=ÇáêÉÅíäóK=
C
a
m
p
u
s
 
F
I
R
E
W
A
L
L
GRID COMPUTE
SERVER
F
I
R
E
W
A
L
L
3rd Party
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Globus GRID
SOAP/
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SOAP/
HTTPS/PGP Lab
Database NCS
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Demo Site
(Internet)
Grid
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Lab
Resources
=
qÜáë= ëçäìíáçå= ï~ë= åçí= áÇÉ~ä= ÄÉÅ~ìëÉ= çìê= áååÉê= ÑáêÉï~ää= ï~ë= Éëí~ÄäáëÜÉÇ= ~êçìåÇ= íÜÉ= âÉó= ä~Ä=
êÉëçìêÅÉë=çåäóI=ëç=çìê=äçïJëÉÅìêáíó=Ççã~áå=ï~ë=ÉÑÑÉÅíáîÉäó=íÜÉ=ïÜçäÉ=çÑ=íÜÉ=råáîÉêëáíó=Å~ãéìëK==fí=
ï~ë= ~äëç= ÅäÉ~ê= íÜ~í= ïÉ= ÅçìäÇ= åçí= ~ëâ= íÜÉ= k`p= ëóëíÉã= ~Çãáåáëíê~íçêë= E~Åíì~ääó= ÅÜÉãáëíë= ïÜç=
îçäìåíÉÉêÉÇ=Ñçê=ëóë~Çãáå=ÇìíáÉëF=íç=í~âÉ=äçåÖJíÉêã=êÉëéçåëáÄáäáíó=Ñçê=ã~áåí~áåáåÖ=ÑáêÉï~ää=ëÉÅìêáíó=
ïÜáäÉ=~ääçïáåÖ=Ñìää=~ÅÅÉëë=íç=íÜÉ=fåíÉêåÉí=Äó=ìëÉêë=áåëáÇÉ=íÜÉ=ä~ÄK==^=Ñ~ääJÄ~Åâ=ëçäìíáçå=ï~ë=íç=éìí=
íÜÉ=däçÄìë=åçÇÉë=çå=~=ëÉé~ê~íÉ=ëìÄJåÉíïçêâ=áå=íÜÉ=ä~ÄI=ïáíÜ=~å=áåï~êÇJÑ~ÅáåÖ=ÑáêÉï~ää=ÅçåëíêìÅíÉÇ=
ì ë á å Ö =~ å =ç ä Ç =i á å ì ñ =ã ~ Å Ü á å É =ï á í Ü =í ï ç =å É í ï ç ê â =á å í É ê Ñ ~ Å É ë K ==q Ü É =Å ~ ã é ì ë =Ñ á ê É ï ~ ä ä =Å ~ å =í Ü É å =Ä É =
ÅçåÑáÖìêÉÇ= íç= ~ääçï= däçÄìë= ãÉëë~ÖÉë= ~ÇÇêÉëëÉÇ=íç= íÜÉ= ëìÄJåÉíïçêâI= ~åÇ= íÜÉ= áååÉê= ÑáêÉï~ää= íç=
^=oçìÖÜ=dìáÇÉ=íç=dêáÇ=pÉÅìêáíó=sNKN= «=fq=fååçî~íáçå=`ÉåíêÉI=OMMO= OT=çÑ=PU=~ääçï=däçÄìë=ãÉëë~ÖÉë=~ÇÇêÉëëÉÇ=íç=íÜÉ=fåíÉêåÉíI=Äìí=åÉáíÜÉê=ïáää=~ääçï=~ÅÅÉëë=íç=çíÜÉê=êÉëçìêÅÉë=
ÄÉíïÉÉå=íÜÉ=íïç=ÑáêÉï~ääëK=
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HTTPS/PGP
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SERVER
GASS
Demo Site
(Internet)
Campus
Network
Grid
domain
=
táíÜ=íÜáë=~ééêç~ÅÜI=fåíÉêåÉí=~ÅÅÉëë=Äó=çíÜÉê=ìëÉêë=ÇçÉë=åçí=Öç=íÜêçìÖÜ=íÜÉ=áååÉê=ÑáêÉï~ääI=ïÜáÅÜ=
Å~å=ÄÉ=ÅçåÑáÖìêÉÇ=~í=áåëí~ää~íáçå=~åÇ=äÉÑí=~äçåÉ=íÜÉêÉ~ÑíÉêK==fÑ=~åóíÜáåÖ=ÇçÉë=Öç=ïêçåÖ=~åÇ=íÜÉ=ä~Ä=
ëóëíÉã= ~Çãáåáëíê~íçê= ÄÉÅçãÉë= ÅçåÅÉêåÉÇI= ÜÉ= Å~å= ÇáëÅçååÉÅí= íÜÉ= áååÉê= ëìÄJåÉíïçêâ= ïáíÜçìí=
ïçêêóáåÖ=~Äçìí=~åó=çíÜÉê=ëÉêîáÅÉëK==tÉ=ÄÉäáÉîÉ=íÜáë=ëçäìíáçå=áë=éêçÄ~Ääó=íÜÉ=ÄÉëí=çåÉ=Ñçê=~=ëã~ää=
Öêçìé=ïáíÜ=äáãáíÉÇ=ëóëíÉã=~Çãáåáëíê~íáçå=ÅçîÉê=ïÜç=ï~åíë=íç=éêçîáÇÉ=~=dêáÇ=ëÉêîáÅÉK==qÜÉ=çåäó=
Çê~ïÄ~Åâ=áë=íÜ~í=~ää=dêáÇ=íê~ÑÑáÅ=ãìëí=Åêçëë=íÜÉ=áååÉê=EäçïJÅçëíF=ÑáêÉï~ää=ëÉîÉê~ä=íáãÉëI=ëç=áí=ïçìäÇ=
åçí=ëìáí~ÄäÉ=Ñçê=ÜáÖÜJÄ~åÇïáÇíÜ=ëÉêîáÅÉëK=
SKQ= bÑÑÉÅíáîÉ=dêáÇ=ÑáêÉï~ää=ëíê~íÉÖáÉë=
lÄîáçìëäóI= ~= ãìÅÜ= ÄÉííÉê= ÑáêÉï~ää= ëíê~íÉÖó= áë= íç= Éëí~ÄäáëÜ= ëÉé~ê~íÉ= dêáÇ= Ççã~áåë= ~í= É~ÅÜ= ëáíÉI=
é~êíáíáçåÉÇ=Ñêçã=íÜÉ=êÉëí=çÑ=íÜÉ=ëáíÉ=Äó=~=ÜáÖÜJéÉêÑçêã~åÅÉI=éêçÑÉëëáçå~ääó=EÅÉåíê~ääóF=ã~å~ÖÉÇ=
ÑáêÉï~ääK=
qÜÉ=dêáÇ=áåÑê~ëíêìÅíìêÉ=EÉKÖK=däçÄìëF=ïçìäÇ=ÅçååÉÅí=íÜÉ=dêáÇ=Ççã~áåë=íçÖÉíÜÉêI=Äìí=~åó=éêáîáäÉÖÉÇ=
áåÑçêã~íáçå=çê=êÉëçìêÅÉë=åÉÉÇÉÇ=Äó=dêáÇ=ìëÉêë=ïçìäÇ=ÄÉ=Éñíê~ÅíÉÇ=íÜêçìÖÜ=íÜÉ=áååÉê=ÑáêÉï~ää=îá~=~=
êÉëíêáÅíÉÇ=åÉíïçêâ=áåíÉêÑ~ÅÉK==EqÜáë=ãáÖÜí=~äëç=ÄÉ=éêçîáÇÉÇ=Äó=~=däçÄìë=ëÉêîáÅÉI=Äìí=çåÉ=ïçìäÇ=åçí=
áåëí~ää=íÜÉ=do^j=ëÉêîáÅÉ=áåëáÇÉ=íÜÉ=áååÉê=ÑáêÉï~ääI=ëç=ìëÉêë=Å~ååçí=áåáíá~íÉ=íÜÉáê=çïå=àçÄë=íÜÉêÉFK==
líÜÉê=êÉëçìêÅÉë=ïçìäÇ=åçí=ÄÉ=~ÅÅÉëëáÄäÉ=Ñêçã=íÜÉ=dêáÇ=Ççã~áå=~í=~ääK==qÜáë=áë=ãìÅÜ=ãçêÉ=ÅçåëáëíÉåí=
ïáíÜ=íÜÉ=DëÉÅìêáíó=áå=ÇÉéíÜD=éÜáäçëçéÜó=íÜ~å=ëáãéäó=íìååÉääáåÖ=ÑáêÉï~ääë=íÜêçìÖÜ=íç=êÉ~ÅÜ=íÜÉ=áååÉê=
êÉëçìêÅÉK=
^=oçìÖÜ=dìáÇÉ=íç=dêáÇ=pÉÅìêáíó=sNKN= «=fq=fååçî~íáçå=`ÉåíêÉI=OMMO= OU=çÑ=PU=Private
LAN
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LAN
Private
LAN
Private
LAN
RESTRICTED
ACCESS
RESTRICTED
ACCESS
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Resources
High Security
Resources
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security
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domain
Low
security
Grid
domain
Low
security
Grid
domain
Low
security
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domain
=
GRID
INFRASTRUCTURE
lÑ=ÅçìêëÉI=çåÉ=ëíáää=Ü~ë=íç=Éå~ÄäÉ=êÉä~íáîÉäó=ÑêÉÉ=~ÅÅÉëë=íç=dêáÇ=êÉëçìêÅÉë=áå=íÜÉ=çìíÉê=Ççã~áåëI=~åÇ=
íÜÉó=ãáÖÜí=ÄÉ=ìëÉÇ=Äó=Åê~ÅâÉêë=ïÜç=Ü~îÉ=ã~å~ÖÉÇ=íç=ÅçãéêçãáëÉ=~=êÉãçíÉ=ìëÉêDë=~ÅÅçìåíI=ïÜáÅÜ=
áë=ïÜó=íÜÉó=Å~ååçí=ÄÉ=ÅçãéäÉíÉäó=íêìëíÉÇK=
T= oÉÑäÉÅíáçåë=~åÇ=ÑìíìêÉë=
TKN= däçÄìë=~åÇ=rkf`lob=
d ä ç Ä ì ë =á ë =í Ü É =Ä É ë í =â å ç ï å =~ å Ç =é ê ç Ä ~ Ä ä ó =í Ü É =ã ç ë í =ï á Ç É ä ó J ì ë É Ç =É å Ç J í ç J É å Ç =d ê á Ç =á å Ñ ê ~ ë í ê ì Å í ì ê É =
~î~áä~ÄäÉ=íçÇ~ó=EëÉÉ=xdäçÄìëzFK==qÜÉ=éÜáäçëçéÜó=çÑ=däçÄìë=áë=íç=Éå~ÄäÉ=ëÜ~êáåÖ=çÑ=Åçãéìí~íáçå~ä=
êÉëçìêÅÉë=~Åêçëë=ëáíÉë=íÜ~í=Ü~îÉ=~=êÉä~íáîÉäó=ÜáÖÜ=äÉîÉä=çÑ=íêìëí=áå=É~ÅÜ=çíÜÉêK==qç=íÜáë=ÉåÇI=íÜÉ=
ÇÉÑ~ìäí=ëÉÅìêáíó=ãçÇÉä=áå=däçÄìë=éêçîáÇÉë=ê~íÜÉê=ïáÇÉ=éêáîáäÉÖÉë=íç=êÉãçíÉ=ìëÉêë=EìåäÉëë=~=äçÅ~ä=
ëóëíÉã=ã~å~ÖÉê=Ü~ë=íÜÉ=íáãÉ=íç=éêÉîÉåí=íÜáëFI=~åÇ=ÇÉéÉåÇë=ÜÉ~îáäó=çå=~ìíÜÉåíáÅ~íáçå=EDíÜÉ=çåäó=
~ìíÜÉåíáÅ~íÉÇ=ìëÉê=áë=~=ÖççÇ=ìëÉêDFK=
qÜÉ=ÅìêêÉåí=däçÄìë=êÉäÉ~ëÉ=áë=däçÄìë=qççäâáí=sÉêëáçå=OK==qÜÉ=däçÄìë=O=êÉäÉ~ëÉ=åçíÉë=ÇÉëÅêáÄÉÇ=ëçãÉ=
éçíÉåíá~ääó=ëÉêáçìë=ëÉÅìêáíó=ïÉ~âåÉëëÉë=áå=däçÄìë=NI=~åÇ=~äíÜçìÖÜ=ïÉ=Ü~îÉåDí=áåîÉëíáÖ~íÉÇ=íÜÉëÉ=áå=
ÇÉí~áäI=áÑ=óçì=~êÉ=êìååáåÖ=däçÄìë=N=ãó=~ÇîáÅÉ=ïçìäÇ=ÄÉ=íç=ìéÖê~ÇÉ=áããÉÇá~íÉäóK==däçÄìë=qççäâáí=
s É ê ë á ç å =O =ë É É ã ë =í ç =Ä É =í Ü É =Ä É ë í =~ î ~ á ä ~ Ä ä É =Å Ü ç á Å É =Ñ ç ê =ì ë É ê ë =ï Ü ç =ï ~ å í =í ç =Ä ì á ä Ç =d ê á Ç ë =í ç =ë Ü ~ ê É =
êÉëçìêÅÉë=ÄÉíïÉÉå=ÑêáÉåÇë=Ñçê=åçåJÅçããÉêÅá~ä=éìêéçëÉëK==eçïÉîÉêI=áí=ÇçÉë=ìëÉ=éêçñáÉë=Eëç=ëäáÖÜíäó=
ïÉ~âÉåáåÖ=~ìíÜÉåíáÅ~íáçåF=~åÇ=íÜÉ=ÇÉÑ~ìäí=~ìíÜçêáë~íáçå=ãçÇÉä=ëíáää=~ääçïë=êÉãçíÉ=ìëÉêë=~ÅÅÉëë=íç=
íÜÉ=çéÉê~íáåÖ=ëóëíÉã=ëÜÉääK==tÉ=íÜÉêÉÑçêÉ=ëíêçåÖäó=êÉÅçããÉåÇ=íÜÉ=ìëÉ=çÑ=ÑáêÉï~ääë=íç=ÅêÉ~íÉ=~=äçïJ
ëÉÅìêáíó=dêáÇ=Ççã~áå=Ñçê=däçÄìëI=Ñêçã=ïÜáÅÜ=çíÜÉê=ãçêÉ=ÅêáíáÅ~ä=êÉëçìêÅÉë=Å~å=ÄÉ=éêçíÉÅíÉÇK==j~åó=
ìëÉêë=ïáää=~äëç=ï~åí=íÜÉáê=ëóëíÉã=ã~å~ÖÉêë=íç=áåëéÉÅí=~åÇ=ãçÇáÑó=ÇÉÑ~ìäí=ÅçåÑáÖìê~íáçå=ëÉííáåÖë=íç=
éêçíÉÅí= ÅêáíáÅ~ä= ~ìíÜÉåíáÅ~íáçå= ~åÇ= ~ìíÜçêáë~íáçå= Ç~í~I= ~åÇ= Éëí~ÄäáëÜ= êÉëíêáÅíÉÇ= äçÖáå= ëÜÉääë= áå=
ë~åÇÄçñÉë=Ñçê=åçåJäçÅ~ä=dêáÇ=ìëÉêëK=
däçÄìë=ÇçÅìãÉåí~íáçå=áë=åçí=îÉêó=ÅçãéäÉíÉI=~åÇ=ëìééçêí=áë=ãáåáã~ä=Ó=~ÑíÉê=~ää=íÜ~í=áë=åçí=íÜÉ=ã~áå=
ÄìëáåÉëë=çÑ=^êÖçååÉ=k~íáçå~ä=i~Äçê~íçêóK==açåDí=~ëëìãÉ=^êÖçååÉ=ïáää=ÄÉ=~ÄäÉ=íç=éêçîáÇÉ=ëÉÅìêáíó=
~ÇîáëçêáÉë=çê=é~íÅÜÉë=èìáÅâäó=~í=éêÉëÉåíI=~äíÜçìÖÜ=áí=áë=ïçêíÜ=ê~áëáåÖ=~åó=éêçÄäÉãë=çå=íÜÉ=däçÄìë=
ÇáëÅìëëáçå=ÖêçìéK==mä~íÑçêã=`çãéìíáåÖ=fåÅK=çÑÑÉêë=ÅçããÉêÅá~ääó=ëìééçêíÉÇ=îÉêëáçåë=çÑ=däçÄìëI=
éêçîáÇáåÖ=ãçêÉ=ÅçãéêÉÜÉåëáîÉ=ÇçÅìãÉåí~íáçåI=éêÉJÅçåÑáÖìêÉÇ=ëçÑíï~êÉI=ëìééçêí=~åÇ=ìéÖê~ÇÉë=~í=
^=oçìÖÜ=dìáÇÉ=íç=dêáÇ=pÉÅìêáíó=sNKN= «=fq=fååçî~íáçå=`ÉåíêÉI=OMMO= OV=çÑ=PU=~=éêáÅÉK==eçïÉîÉêI=íÜÉó=ÇçåDí=óÉí=Åä~áã=íç=éêçîáÇÉ=~=ëÉÅìêáíó=~Çîáëçêó=~åÇ=ìéÇ~íÉ=ëÉêîáÅÉK==tÜáäÉ=
íÜáë=ã~ó=åçí=ÄÉ=~=ã~àçê=éêçÄäÉã=íçÇ~óI=ïÜÉå=íÜÉ=dêáÇ=ÖÉíë=ÄáÖ=ÉåçìÖÜ=íç=áåíÉêÉëí=DëÅêáéí=âáÇÇáÉëDI=
ïÉ=ïçìäÇ=ÉñéÉÅí=íç=ëÉÉ=~=äçí=çÑ=áåíêìëáçåëK==cçê=íÜÉëÉ=êÉ~ëçåëI=óçì=ëÜçìäÇ=íÜáåâ=Å~êÉÑìääó=~åÇ=
áåîçäîÉ=óçìê=ëóëíÉã=ã~å~ÖÉãÉåí=áå=ÇÉÅáÇáåÖ=Üçï=íç=ÇÉéäçó=däçÄìë=OK=
qÜÉ=çåäó=ëÉêáçìë=êáî~ä=íç=däçÄìë=Ñçê=~Å~ÇÉãáÅ=dêáÇë=~í=éêÉëÉåí=áë=rkf`lob=xråáÅçêÉzK==cìàáíëì=
çêáÖáå~ääó= ÇÉîÉäçéÉÇ= íÜáëI= ïáíÜ= ÅçåíêáÄìíáçåë= Ñêçã= ÅçããÉêÅá~ä= é~êíåÉêë= ~åÇ= íÜÉ= bìêçéÉ~å=
~Å~ÇÉãáÅ=~åÇ=ÖçîÉêåãÉåí=êÉëÉ~êÅÜ=ÅçããìåáíóK==fq=fååçî~íáçå=Ü~ë=åç=ÑáêëíJÜ~åÇ=ÉñéÉêáÉåÅÉ=çÑ=
r k f ` l o b I =Ä ì í =í Ü É =Ç ç Å ì ã É å í ~ í á ç å =ë ì Ö Ö É ë í ë =í Ü ~ í =á í= çéÉê~íÉë= Eåçí= ÅäÉ~ê= áÑ= íÜáë= êÉ~ääó= ãÉ~åë=
ÅççéÉê~íÉëF=ïáíÜ=ÑáêÉï~ääë=ãçêÉ=ÉÑÑÉÅíáîÉäó=íÜ~å=däçÄìëK==jìÅÜ=çÑ=rkf`lob=áë=áãéäÉãÉåíÉÇ=ìëáåÖ=
g~î~I=ïÜáÅÜ=Ü~ë=áíë=çïå=Äìáäí=áå=ëÉÅìêáíó=ãçÇÉäI=Äìí=ïÉ=Çç=åçí=âåçï=áÑ=rkf`lob=Éñéäçáíë=íÜáë=íç=
éêçîáÇÉ=ãçêÉ=êÉÑáåÉÇ=~ìíÜçêáë~íáçå=çê=ë~åÇÄçñ=Ñ~ÅáäáíáÉë=ãçÇÉäë=íÜ~å=däçÄìëK==m~ää~ë=dãÄe=çÑÑÉêë=
äáãáíÉÇ=ëìééçêí=Ñçê=rkf`lobI=Äìí=ïÉ=Ü~îÉ=åç=áåÑçêã~íáçå=~Äçìí=Üçï=ÅçëíJÉÑÑÉÅíáîÉ=íÜáë=áëI=çê=
ïÜÉíÜÉê=íÜÉó=êìå=~=ëÉÅìêáíó=~Çîáëçêó=ëÉêîáÅÉ=íç=ëìééäó=ÑêÉèìÉåí=ìéÇ~íÉë=íç=ìëÉêëK=
^äíÜçìÖÜ= rkf`lob= ëìÖÖÉëíë= íÜ~í= áí= ãáÖÜí= ÄÉ= áå= ëçãÉ= ëÉåëÉ= DãçêÉ= ëÉÅìêÉD= íÜ~å= däçÄìëI= íÜáë=
ëí~íÉãÉåí=áë=ãÉ~åáåÖäÉëë=ìåíáä=çåÉ=í~âÉë=~ÅÅçìåí=çÑ=Üçï=áí=áë=ÇÉéäçóÉÇ=~åÇ=çéÉê~íÉÇK==iáâÉ=däçÄìëI=
rkf`lob=~ääçïë=êÉãçíÉ=ìëÉêë=íç=êìå=ÅçÇÉ=çå=óçìê=ã~ÅÜáåÉëI=~åÇ=ÉîÉå=áÑ=áí=ÇçÉë=åçí=ìëÉ=éêçñáÉëI=
íÜÉêÉ=~êÉ=éäÉåíó=çÑ=çíÜÉê=ï~óë=áå=ïÜáÅÜ=~=rkf`lob=dêáÇ=ÅçìäÇ=ÄÉÅçãÉ=ÅçãéêçãáëÉÇ=áÑ=óçì=~êÉ=
åçí=Å~êÉÑìäK==tÉ=ëíêçåÖäó=êÉÅçããÉåÇ=Éñ~Åíäó=íÜÉ=ë~ãÉ=éêÉÅ~ìíáçåë=Ñçê=rkf`lob=ìëÉêë=~ë=ïÉ=Çç=
Ñçê=däçÄìëW=ÅçåÑáåáåÖ=rkf`lob=íç=~=äçïJëÉÅìêáíó=dêáÇ=Ççã~áå=ìëáåÖ=ÑáêÉï~ääëI=~åÇ=éêçíÉÅíáåÖ=
ÅêáíáÅ~ä=êÉëçìêÅÉë=Ñêçã=íÜáë=Ççã~áåK==^ë=ïáíÜ=däçÄìëI=óçì=ëÜçìäÇ=ÅÜÉÅâ=çìí=íÜÉ=~î~áä~Äáäáíó=çÑ=
ëÉÅìêáíó=~ÇîáëçêáÉë=~åÇ=ìéÇ~íÉëI=áåÅäìÇáåÖ=íÜçëÉ=~ë=ã~ó=ÄÉ=çÑÑÉêÉÇ=ìåÇÉê=ÅçããÉêÅá~ä=ëìééçêí=
~êê~åÖÉãÉåíëI=~åÇ=ÖÉí=óçìê=ëóëíÉã=ã~å~ÖÉêë=Ñìääó=áåîçäîÉÇ=áå=êáëâ=ã~å~ÖÉãÉåí=~åÇ=ÇÉéäçóãÉåí=
ÇÉÅáëáçåëK=
TKO= a^q^dofa=
qÜÉ=a^q^dofa=éêçàÉÅí=EëÉÉ=xa~í~ÖêáÇzF=áë=~å=b`JëìééçêíÉÇ=éêçàÉÅí=íÜ~í=áë=ïçêâáåÖ=íç=ÅêÉ~íÉ=~=
îÉêó=ä~êÖÉ=ëÅ~äÉ=dêáÇ=áåÑê~ëíêìÅíìêÉ=íç=ëìééçêí=êÉëÉ~êÅÜ=áå=é~êíáÅäÉ=éÜóëáÅëI=ÄáçJëÅáÉåÅÉë=~åÇ=É~êíÜ=
çÄëÉêî~íáçåK==a^q^dofa=áë=éçëëáÄäó=íÜÉ=ãçëí=~ãÄáíáçìë=Éëí~ÄäáëÜÉÇ=dêáÇ=ÅçããìåáíóI=~åÇ=ã~ó=
ÄÉÅçãÉ=íÜÉ=ãçÇÉä=Ñçê=ÉîÉå=ä~êÖÉê=ÅçããìåáíáÉë=ÅìêêÉåíäó=ÉãÉêÖáåÖ=~í=å~íáçå~ä=~åÇ=áåíÉêå~íáçå~ä=
äÉîÉäëK==a^q^dofa=Ü~ë=~=bìêçéÉ~å=ÑçÅìëI=Äìí=Ü~ë=ÅÜçëÉå=däçÄìë=~ë=áíë=ìåÇÉêäóáåÖ=áåÑê~ëíêìÅíìêÉ=
~åÇ=Ü~ë=ëçãÉ=rp=é~êíáÅáé~åíëI=ëç=áí=Ü~ë=áåÑäìÉåÅÉ=çîÉê=~=ä~êÖÉ=é~êí=çÑ=íÜÉ=ÖäçÄ~ä=dêáÇ=ÅçããìåáíóK=
a^q^dofa=Ü~ë=éêçÇìÅÉÇ=~=NMMJé~ÖÉ=ÇçÅìãÉåí=çå=ëÉÅìêáíó=êÉèìáêÉãÉåíë=~åÇ=áãéäÉãÉåí~íáçåI=
ï Ü á Å Ü =Å ç î É ê ë =ã ~ å ó =~ ë é É Å í ë =ç Ñ =ë É Å ì ê á í ó =ç å =~ å =~ Å~ÇÉãáÅ= dêáÇK= = qÜÉ= ã~áå= ~êÉ~ë= ëéÉÅáÑáÉÇ= Äó=
a^q^dofa=~êÉ=~ë=ÑçääçïëK=
•  ^ìíÜÉåíáÅ~íáçå=ãìëí=ÄÉ=ëìééçêíÉÇ=EÄ~ëÉÇ=çå=dpfFK==qÜÉ=ÑçÅìë=áë=çå=ÅÉêíáÑáÅ~íáçå=~åÇ=
êÉîçÅ~íáçå=éêçÅÉÇìêÉëI=ïÜáÅÜ=ëí~íÉ=íÜ~í=ÅÉêíáÑáÅ~íÉ=êÉîçÅ~íáçå=ãìëí=ÄÉ=ÉÑÑÉÅíáîÉ=ïáíÜáå=NM=
ãáåìíÉëI=Ñçê=Éñ~ãéäÉK=
•  ^ìíÜçêáë~íáçåW=íÜáë=áë=íÜÉ=ãçëí=ÅçãéêÉÜÉåëáîÉ=é~êí=çÑ=íÜÉ=ÇçÅìãÉåíK==a^q^dofa=Å~ääë=Ñçê=~=
êçäÉJÄ~ëÉÇ=Åçããìåáíó=~ìíÜçêáë~íáçå=ãçÇÉä=áå=ïÜáÅÜ=íÜÉ=îáêíì~ä=çêÖ~åáë~íáçå=ÇÉÅáÇÉë=íÜÉ=
êçäÉë=çÑ=ìëÉêëI=íÜÉ=êáÖÜíë=~ëëçÅá~íÉÇ=ïáíÜ=É~ÅÜ=êçäÉI=~åÇ=íÜÉ=ÇÉÖêÉÉ=çÑ=ÇÉäÉÖ~íáçå=~ääçïÉÇK==
^åçíÜÉê=áåíÉêÉëíáåÖ=ÑÉ~íìêÉ=áë=íÜ~í=a^q^dofa=ÇÉã~åÇë=íÜ~í=êÉëçìêÅÉë=ëÜçìäÇ=~äëç=ÄÉ=
ëìÄàÉÅí=íç=~å=~ìíÜçêáë~íáçå=ãçÇÉäI=ïÜÉêÉÄó=çåäó=ëçãÉ=êÉëçìêÅÉë=~êÉ=~ääçïÉÇ=íç=ëíçêÉ=çê=
Ü~åÇäÉ=ÅçåÑáÇÉåíá~ä=Ç~í~K==fí=áë=åçí=ÅäÉ~ê=áÑ=ëÉÅìêáíó=äÉîÉäë=ïáää=ÄÉ=ëí~åÇ~êÇáëÉÇ=çê=îÉêáÑáÉÇ=
ïÜÉå=ëÉííáåÖ=êÉëçìêÅÉ=~ìíÜçêáë~íáçå=äÉîÉäëI=ÜçïÉîÉêK=
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éêçàÉÅí=áë=ÑáåáëÜÉÇ=Eáå=OMMQF=ïÉ=ã~ó=Ü~îÉ=~=îÉêëáçå=íÜ~í=Å~å=êìå=Ü~ééáäó=çå=Eë~óF=däçÄìë=qççäâáí=QK=
TKS= kÉñí=ÖÉåÉê~íáçå=åÉíïçêâë=
cáå~ääóI=ïÉ=ëÜçìäÇ=ë~ó=~=ÑÉï=ïçêÇë=~Äçìí=íÜÉ=ÑìíìêÉ=ÇÉîÉäçéãÉåí=çÑ=åÉíïçêâë=Eáå=íÜÉ=ïáÇÉëí=
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